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(6) Document and follow a network
intrusion detection and prevention pro-
gram for all IT resources under its con-
trol.

(c) The contractor must be required
to develop and maintain an IT System
Security Plan, in accordance with NPR
2810.1, for systems for which the con-
tractor has primary operational re-
sponsibility on behalf of NASA.

(d) The contracting officer must ob-
tain the concurrence of the Center
Chief of Security before granting any
contractor requests for waiver of the

1804.470-4

screening requirement contained in the
clause at 1852.204-76.

[66 FR 36491, July 12, 2001, as amended at 69
FR 63459, Nov. 2, 2004]

1804.470-4 Contract clauses.

The contracting officer must insert a
clause substantially the same as the
clause at 1852.204-76, Security Require-
ments for Unclassified Information
Technology Resources, in solicitations
and contracts which require submis-
sion of an IT Security Plan.

[66 FR 36491, July 12, 2001]
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